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CVE-2025-24813 Apache Tomcat Apache Tomcat Path Equivalence Vulnerability

CVE-2025-31201 Apple Multiple Products Apple Multiple Products Arbitrary Read and Write Vulnerability

CVE-2025-31200 Apple Multiple Products Apple Multiple Products Memory Corruption Vulnerability

CVE-2025-22457 lvanti Connect Secure, Policy Secure, and ZTA lvanti Coppect Secure, Policy Secure, and ZTA Gateways Stack-Based Buffer Overflow
Gateways Vulnerability

CVE-2024-53150 Linux Kernel Linux Kernel Out-of-Bounds Read Vulnerability

CVE-2024-53197 Linux Kernel Linux Kernel Out-of-Bounds Access Vulnerability

CVE-2025-29824 Microsoft Windows Microsoft Windows Common Log File System (CLFS) Driver Use-After-Free Vulnerability

CVE-2025-24054 Microsoft Windows Microsoft Windows NTLM Hash Disclosure Spoofing Vulnerability

CVE-2025-42599 Qualitia Active! Mail Qualitia Active! Mail Stack-Based Buffer Overflow Vulnerability

CVE-2025-31324 SAP NetWeaver SAP NetWeaver Unrestricted File Upload Vulnerability

CVE-2021-20035 SonicWall SMA100 Appliances SonicWall SMA100 Appliances OS Command Injection Vulnerability
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https://www.fortinet.com/blog/psirt-blogs/analysis-of-threat-actor-activity
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https://www.ipa.go.jp/security/sec-tools/ttx.html
https://www.jpcert.or.jp/pr/index.html

https://www.jpcert.or.jp/ir/report.html
https://www.jpcert.or.jp/newsflash/2025041701.html
https://www.ipa.go.jp/security/anshin/heads-up/alert20250421.html
https://www.ipa.go.jp/security/videos/list.html
https://www.npa.go.jp/bureau/cyber/pdf/R7_Vol.1cpal.pdf
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https://www.ipa.go.jp/security/reports/cloud_oversea.html
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